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Agenda

>What is the GDPR?
»>What is IEEE doing to comply with the GDPR?
»How will this impact Region 87
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Background

»General Data Protection Regulation (GDPR)

»EU regulation with respect to protection of personal
data related to an individual
- Replaces EU Data Protection Directive

> Effective as of May 25, 2018

»GDPR applies to all organizations worldwide when
processing data related to EU citizens
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Personal Data

»Any information that can either directly or indirectly
identify a natural person/data subject

>Much broader than previous definitions

»Examples
- Name
Photo
Email address

Posts on social networks
IP address
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User Rights

»Right of Correction
»Right to Access
»Right to Withdraw Consent

»Data Portability

- If asked, Data Controller must provide a copy of personal

data in a commonly used and machine readable electronic
format

»Right to Object

- If Data Controller is processing data for direct marketing

or profiling, the user may need to be informed and can
object
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User Rights (continued)

»Right to be Forgotten/Data Erasure
- If asked, Data Controller must erase data and stop further
distribution
- Data Controller may be required to inform third parties to
stop using previously provided personal data

- Right is balanced against freedom of expression, public
interest in health/scientific/historical research, and
exercise/defense of legal claims
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Consent

»Must be “freely given, specific, informed, and
unambiguous”

»In cases of sensitive data, must be explicit

»Implied consent, opt-out, conditional/required
consent, and cumbersome terms and conditions are
no longer permissible

»Existing consent will only work if it meets the new
requirements
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Consent (continued)

»Consent can only follow disclosure to data subject
of:

Nature of data being collected
Purpose of processing
Identity of data controller
Recipients of personal data
Duration of retention
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Data Controller Obligations

»Under Article 32 Data Controllers must:
- “Implement appropriate technical and organizational
measures”
- Take into account “the state of the art and the costs of
implementation”

- Must also consider “the nature, scope, context, and purpose
of the processing as well as the risk of varying likelihood and
severity for the rights and freedoms of natural persons.”
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Security Action Mitigation

»The pseudonymisation and/or encryption of personal data

»The ability to ensure the ongoing confidentiality, integrity,
availability and resilience of processing systems and
services

»The ability to restore the availability and access to
personal data in a timely manner in the event of a
physical or technical incident

> A process for regularly testing, assessing and evaluating
the effectiveness of technical and organizational measures

for ensuring the security of the processing
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Challenges

»Organizations must be able to demonstrate
compliance

»Data breach notifications

- Must happen without “"undue delay” within 72 hours of
becoming aware of issue

- Required, with some exceptions, for accidental or unlawful
destruction, loss, alteration, unauthorized disclosure, or
access

- Notice process is currently a bit unclear
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Consequences

»Regulators can impose temporary processing bans,
require breach notification, or order erasure of
personal data

»Fines

- Up to 4% of global turnover or EUR20 million; whichever is
higher
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What IEEE is Doing

» Formed a cross OU taskforce

» Catalogued and characterized data collected and consent used to obtain it
» Developing strategy to improve consent obtained

» Privacy Impact Assessments

> Develop implementation strategy and associated budget

> Review policies and notices

» Institutionalize privacy by design in development

> Appointment of DPO

» Understand how to respond to users enforcing rights

> Prepare for data breaches
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Catalog & Categorize

> Application Inventory created
- Approx. 283 IEEE applications
Personal data is captured or processed in 157 applications
- Taskforce led the effort

» Information Classification
Highly confidential
- Confidential
- Internal
Public

» Category
- Processes data
- Stores data
Both
- Questionable
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Privacy Impact Assessments

*What is a PIA?
»PIAs being created for all business processes

»Determine what changes are needed
-Potentially eliminate certain processes

-Refrain from collecting information that is not used/Data
Minimization
-Privacy by Design

»Document the need to store relevant data for legal
or tax reasons
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This process overview allows you, per step, to perform necessary checks and perform the actions on the "Actions” sheet in correct order. Below, begin at “Start” (Step 0)
and follow the steps as Indicated, As a result, after Step 8, you'll have created your Activity Templates, which can be compared with the (theoretic) output in the fast

sheet, "Output Example.”

of data processed
sufficient risk in its
processing to continue to Step 6.

Consult your legal advisor if
% mep?tpw level of
risKmertslitetym

not required

5) Is data, If not marked
sensitive, processed in large
quantities (e.g., on over more
than 5,000 individuals in any
given 12-month period)?

"Actions" sheet

1) Is personal data processed?

2} Do you process encrypted
masked or otherwise indirectly

Identifiable data?

0) Compiete action item #1 in

4) Refer 1o the "Reference o
Relevance” sheet. (dentity all
relevant types of information Is
data processed in a category
marked "Sensitive™?

if you are not, you are most likety
another entity's data processor
Consult that entity (L., the data
controlier) 1o request impact

provide you with results of their
own assessment where
necessary. Continue this Toolkit
based on the information you
received from the data controller.

6) Complete action ftems 2, 3
and 4 in the "Actions” sheet, and
fill out possibie relations in the
"Legal Entities” sheet. Are you
the primary decision maker (data
controfier) with regard to data
processing activities?

Assumption:@tasthot@@rivatelprocessingfctivity,but®hatDf@nE

B(planatlon:lirlndlwdual @nd@ (Data)Bubject"EneansFourl
customer &lient,@mployee®r,@An@ny&tase,@helndividual@hel

Explanation:@Processing"Ancludes@ny@ctivity@rom@®btaining®
the@lataRoRestroying@tBnd@nythingintbetweenfevenl
presentinglt®n@RomputerBcreen).

Explanation:®@Sensitive"dncludes@hellegal@efinitiondcheck@vith
youregal@epartment@or@efinition@oise), ASANVELLASHyour?
expectation®f)®@helndividual'sierception.

If it s not necessary. consider
removing or not processing the
personal data in question. The
risk factor Increases in case of A)
3 data breach incident (showing
have more than can be

1 yn%vam is necessary), B) costs

for safe storage and data life

ths&m

*7) Perform action items 5 and 6
in the "Actions® sheel Is the
personal data listed necessary to
achieve the processing
purposes?

8) Decide how long data should

g & De retained and from which

rigger. Finish remaining Actions

Privacy
Impact
Assessment
Process
Flow



Project Timeline

|EEE GDPR Timeline

2017 2018
Jan Feb Mar Apr May Jun Jul Aug Sep Oct Nov Dec Jan Feb Mar Apr May

GDPR Presentation to MC
Taskforce created

Speak to an Expert 3
Catalog & Categorize - Application Inventory
Privacy Impact Assessment [PIA]

Define Timeline

Cost/Estimations

Review Vendor Contracts

Management Council Briefing

Kick Off Implementation

Identify & Align Resources R4
Re-obtain consent [Ex: Renewal/Join, etc]

Prepare Applications for Right To be Forgetten [RTF]
Prepare & Train Staff/Volunteers and Others ¢
Train Staff/Volunteers
Organization change management
Data Protection Officer takes charge [
All exisiting applications Compliant - Milestone
Continuous Risk Assessment/Privacy by design

OO |0l oo o
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Region 8 Application

»GDPR applies to a large section of Region 8
»GDPR will impact Region 8 and IEEE activities

>»Collaborative and committed cooperation will be
necessary
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Region 8 Actions

»Volunteers and staff must work together

>*Need to bring awareness of GDPR
- Communication plan

- Compliance training module for data privacy and GDPR

»Develop and understand personal information that is
downloaded and used

- Collaborative development of an acceptable use policy
- Areas of focus: SAMIEEE, Conferences

»Risk Mitigation
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Questions

Priscilla Amalraj
Senior Director, Digital Center of Excellence
732 562 6553
j.prescila@ieee.org

Jonathan S. Wiggins
Senior Intellectual Property Attorney and Chief Privacy Officer
212 419 7544

j.s.wiggins@ieee.org

GDPR Taskforce: GDPRTaskforce@ieee.org
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